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4.1
1
Decision/action requested

This contribution is requested by the group.
2
References

3
Rationale

This contribution proposes to add detail to clause 4.2.3
4
Detailed proposal

********* Begin 1st change*********
4.2.3
Technical Baseline 
4.2.3.1
Introduction

The present clause provides baseline technical requirements.

4.2.3.2
Protecting data and information

4.2.3.2.1
Protecting data and information – general
There are no MnF-specific additions to clause 4.2.3.2.1 of TS 33.117 [3].
4.2.3.2.2
Protecting data and information – unauthorized viewing
There are no MnF-specific additions to clause 4.2.3.2.2 of TS 33.117 [3].
4.2.3.2.3
Protecting data and information in storage
There are no MnF-specific additions to clause 4.2.3.2.3 of TS 33.117 [3].
4.2.3.2.4
Protecting data and information in transfer
There are no MnF-specific additions to clause 4.2.3.2.4 of TS 33.117 [3].
4.2.3.2.5
Logging access to personal data
TBD.
4.2.3.3
Protecting availability and integrity
4.2.3.3.1
System handling during overload situations 
TBD.
4.2.3.3.2
Boot from intended memory devices only
There are no MnF-specific additions to clause 4.2.3.3.2 of TS 33.117 [3].
4.2.3.3.3
System handling during excessive overload situations
TBD.
4.2.3.3.4
System robustness against unexpected input.
There are no MnF-specific additions to clause 4.2.3.3.4 of TS 33.117 [3].
4.2.3.3.5
Network Product software package integrity 
There are no MnF-specific additions to clause 4.2.3.3.5 of TS 33.117 [3].
4.2.3.4
Authentication and authorization 
4.2.3.4.1
Authentication policy
4.2.3.4.1.1
System functions shall not be used without successful authentication and authorization.
There are no MnF-specific additions to clause 4.2.3.4.1.1 of TS 33.117 [3].
4.2.3.4.1.2
Accounts shall allow unambiguous identification of the user.
There are no MnF-specific additions to clause 4.2.3.4.1.2 of TS 33.117 [3].
4.2.3.4.2
Authentication attributes
4.2.3.4.2.1
Account protection by at least one authentication attribute.
There are no MnF-specific additions to clause 4.2.3.4.2.1 of TS 33.117 [3].
4.2.3.4.2.2
Predefined accounts shall be deleted or disabled.
There are no MnF-specific additions to clause 4.2.3.4.2.2 of TS 33.117 [3].
4.2.3.4.2.3
Predefined or default authentication attributes shall be deleted or disabled.
There are no MnF-specific additions to clause 4.2.3.4.2.3 of TS 33.117 [3].
4.2.3.4.3
Password policy
4.2.3.4.3.1
Password Structure
TBD.
4.2.3.4.3.2
Password changes
There are no MnF-specific additions to clause 4.2.3.4.3.2 of TS 33.117 [3].
4.2.3.4.3.3
Protection against brute force and dictionary attacks
There are no MnF-specific additions to clause 4.2.3.4.3.3 of TS 33.117 [3].
4.2.3.4.3.4
Hiding password display
There are no MnF-specific additions to clause 4.2.3.4.3.4 of TS 33.117 [3].
4.2.3.4.4
Specific Authentication use cases
4.2.3.4.4.1 
Network Product Management and Maintenance interfaces 
There are no MnF-specific additions to clause 4.2.4.4.1 of TS 33.117 [3].
4.2.3.4.5
Policy regarding consecutive failed login attempts
There are no MnF-specific additions to clause 4.2.3.4.5 of TS 33.117 [3].
4.2.3.4.6
Authorization and access control
4.2.3.4.6.1
Authorization policy
There are no MnF-specific additions to clause 4.2.3.4.6.1 of TS 33.117 [3].
4.2.3.4.6.2
Role-based access control
There are no MnF-specific additions to clause 4.2.3.4.6.2 of TS 33.117 [3].
4.2.3.5
Protecting sessions 
4.2.3.5.1
Protecting sessions – logout function
There are no MnF-specific additions to clause 4.2.3.5.1 of TS 33.117 [3].
4.2.3.5.2
Protecting sessions – Inactivity timeout
There are no MnF-specific additions to clause 4.2.3.5.2 of TS 33.117 [3].
4.2.3.6
Logging 
4.2.3.6.1
Security event logging
There are no MnF-specific additions to clause 4.2.3.6.1 of TS 33.117 [3].
4.2.3.6.2
Log transfer to centralized storage
There are no MnF-specific additions to clause 4.2.3.6.2 of TS 33.117 [3].
4.2.3.6.3
Protection of security event log files
There are no MnF-specific additions to clause 4.2.3.6.3 of TS 33.117 [3].
********* End of change*********
